ISSN (Print) 2616-6844
1SSN (Online) 2663-1318

AH. Tymunaes arbiiaarsl Eypasust yaTTbIK ylmnepcn're'riniu

XABAPHIBICbI

BULLETIN BECTHINK

EBpa3suiickoro HalioHaAbHOTO

of L.N. Gumilyov
Eurasian National University yrnsepcurera nmer /1 H. Tymnaesa

K¥KBIK cepusichl
LAW Series

Cepusa ITIPABO
3(148)/ 2024

1995 >xpLagaH OacTarl MIbIFaAbl
Founded in 1995
U3 aaercst ¢ 1995 roaa

JKb1ap1Ha 4 peT MIbIFaAbl
Published 4 times a year
Boixoaur 4 pa3a B rog

AcraHa, 2024
Astana, 2024




werona C.B,, Typenmkyaova AA, Uopaes H.C. e
ona sen Kasakemandaaw deplec depexmepdi Kopeay Konindei

D\emmixmepi: caxsicmbipMaut maaday, depbec depexmepdi Kopay
chmetova S.B., Tursynkulova D.A,, Ibrayev N.S. ) :
wers of the Personal Data Protection Authority in Europe and Kazakhstan: compar.atxve analyﬁt&
commendations for improving the activities of the Kazakhstani Personal Data Protection Authority..
xmerosa Cb,, Typeoinkyaosa AA., Vopaen H.C.

[OAHOMOUUSA 20CYOAPCIBEHHO20 0p2aHa MO 3Ll HEPCOHANDHDIX dannoix ¢ Egpone u Kasaxcmane:

P(’l(ﬂ(l("l(’,\blllﬂﬂ AHANUS, pcxo.\tcu()mquu no COBCPIHEHCINBOMHWO desiimeAbHocmu KA3AXCMAHCKOZ0
‘OC\(OQPCHMCHHO?O op2ana no augume ncpcoua)\vnmx 0aHHbIX

ML’.MJ\CKC"!"II‘K opzmmbm

............
................................

Muukas E.B.

DUAOCOPUSALIK-KYKbUGHTbIK my>xuipuimMoamadaznl KyKviKmoti cenimdinik kamezopusicot I. Xapma.
Mitskaya E.V.

The category of legal certainty in the philosophical-legal conception H. Hart
Mumkas E.B.

Kamezopus npasosoii onpedeAeHocnu 6 PUAOCOPCKO-1pasosott KoHYenyut T XApma....cccesseese 212

Mavscosa U.C., Ackap6exkbizbr H., KypmanGaesa A.IL

Kasaxcman PecnyAuxacoindazol Kacinkepaix gpiamen cyGroexmirepiniry KOHCHIUMYYUAALIK
KyKkuiKmapu mMen Gocmandvixmapuir Kopaaydoir KEHOHP MICEACACD . svsvvvvrvvisusssssssssssssssssssissssssssssss
Ilyassova LS., Askarbekkyzy N., Kurmanbayeva D.P.

Some problems of protection of constitutional rights and freedoms of business en tities in the Republic
of Kazakhstan

......................................................................................................................................

Mabsicoa M.C., AckapGexxpiset H., Kypman0Oaesa AlIL

Hexomopuie npodAeMbt 3auiuvl KOHCMUMYUUOHHvLX npag u c60600 cybvexmos
npednputumamervckoiu desmeAvrocmu 6 Pecnybauxe Kasaxcman

Caouros K.A., Aanbaesa I'.A., Pakumbaes E.H.

Kasaxcman Pecnybauxacoindazol xepeiaikmi 03in-e3i ackapy XKytlecindezi mepMuHoA02USHbIK

KAMviHACHL Xate 0AapOblH, KApXbiAblk Hezisdepi myparvl. Tepmundapdviy anvikmayol
Sabitov K.A., Alibayeva G.A., Rakimbayev E.N.

On the Correlation of Terminology in the Local Self-Government System in the Republic
of Kazakhstan. Defining Terms

it KA A rAIPamﬁaeBEH ......................................................................

O CoOMHOEHUY MEPMUHOAOZUL B CUCHTIEME MECHIHO20 CAMOYnpasAeHus 6 PecnyOauxe Kasaxcman.
Aeduruposaruemepmuos

Au Xoi1, ao Ananb, Ban XyHssbii

Adamsam mazdvipv. opmax LIBIY kozamoacmoizoin Kypy myparvt — Xavikaparvik KyKbik
TLYPZOLCOIHA . c.vvvvivssnssiossssssssssssssessensssssssssesssssssssssssssasassssssasssssssssosesssssssssossaseessssssssostassssssssssssssnssssssens
Li Xue, Cao Jian, Wang Hong-wei

On the Construction of the SCO Community with a Shared Future for Mankind — From the
Perspective of INternational LAW...........vveevvvisisssismsssssiissssssissseisissssisssessissssssssssssssesssssssssssssssssssnss
Au Xoi1, 1Tao Avianb, Ban Xyssnii

O nocmpoenuu coobuyecrnea LLIOC ¢ edunoit cydvboit uerosenecmea — C mouxu speHus
MeKOYHApPoIH0201PAsA.




in XABAPLIBICHI.
amwindarst Eypasus yammbik ymmepcumemln
o ¢ I1SSN: 2616-6844. elSSN: 2663-1318

KYKbIK CEPHACBI/ LAW SERIES/ CEPUS NPABO

Powers of the Personal Data Protection Authority in Euro;.)e and -
Kazakhstan: comparative analysis, recommendations for 1mprov1pg
the activities of the Kazakhstani Personal Data Protection Authority

IRSTI 10.17.24
Scientific article

S.B. Akhmetova™*", D.A. Tursynkulova‘e, N.S. Ibrayevz‘s‘
1 Al-Farabi Kazakh National University

2Q University
(E-mail: 1akhmetova.saule@gmail.com, *Dynara. Tursynkulova@kaznu.kz, 3ibrayev_nurlan66@mail.ru)

Abstract: The progressive development of digital technologies has penetrated
society, business, and the state. The constant

Is risks and threats to human rights
guarantors and

all spheres of human activity,
development of digital technologies entai
and freedoms, honour and dignity, and well-being. States, as
defenders of human rights and the right to the protection of personal data, are
improving legislation and the activities of executive bodies. European legislation
emphasises the vital role of personal data protection authorities (DPA). At the
legislative level, the General Data
Protection Regulation (GDPR) obliges DPAs to raise public awareness and
provide advice and guidance on personal data law and its uniform application.
This article examines the powers of European and Kazakhstani DPAs. We will
Jook at European legislation on the functions of DPA. Next, we will demonstrate
the Estonian experience and look at the activities of the Kazakhstani DPA. We
conclude that it is necessary to allocate DPA in Kazakhstan to an independent,
separately existing executive body specialising exclusively in protecting personal
data with highly qualified personnel and empower it with additional functions.
Strengthening the role of the Kazakhstan DPA will contribute to more effective
and improved protection of the right to personal data protection.
Keywords: data protection authority, supervisory authority, personal data

protection, GDPR, DPA, functions of authorised body.
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ntroduction

In Kazakhstan, as throughout the world, personal data protection is becoming mcreasmgl);
portant. In implementing the constitutional right to the protection ?f personal data,'a vita
le lies within the state and its positive obligations to ensure and 1mpler'nent. the nght' to
spect private life and personal data protection. In particular, the state’s legislative, executive
nd judicial bodies play a crucial role in this issue. :
The International Covenant on Civil and Political Rights, a part of the UN Unive'rsaI'Declarat.lon
»f Human Rights 1948, is a testament to the long-standing international obhgatlons. Artlc_le
17 establishes the human right not to be subjected to arbitrary or unlawful interference in
personal and family life, to the inviolability of home and secrecy of correspondence. [1]. The
implementation of these obligations in national legislation is not just a matter of choice, .but a
paramount role in protecting rights and freedoms; ‘this is the alpha and omega of human rights
[2, p.66]. Despite ratifying the International Covenant in 2005, it has taken almost 20 years for
Kazakhstan to implement in national legislation the obligation to ensure the fundamental right
to respect private life, including the protection of personal data [3].
Kazakhstan adopted a particular Law, “On Personal Data and Their Protection,” on May
25, 2013, and amended it many times [4]. Only in 2020, similar to many countries, did an
authorised body for personal data protection appear in Kazakhstan. More precisely, the state
has determined which government body will be authorised to protect personal data [5]. The
Ministry of Digital Development and Aerospace Industry (the Digital Ministry), which existed
at that time, was vested with the functions of an authorised body for the protection of personal
data by the Law of the Republic of Kazakhstan dated June 25, 2020, “On amendments and
additions to certain legislative acts of the Republic of Kazakhstan on the regulation of digital
technologies” [6, Article 1, paragraph 28].
The rapid advancement of information and communication technologies has brought to the
forefront the issue of protecting personal data, increasing the legal literacy of individuals, and
) preventing violations. In this context, the importance of an independent supervisory authority
for protecting personal data, with its powers enshrined in legislation, is growing. However,
we must ask ourselves, does the Kazakh authorised body for personal data protection, as it
currently exists within a multi-sectoral ministry, align with modern pro-European trends in
global regulation of personal data protection? Are its powers effective enough to safeguard data
subjects effectively?

The authors of this article have already considered the problems of legislative regulation of

the protection of personal data, which mainly come down to unclear, incomplete and inconsistent
legislation, unclear interpretation of regulations and their ineffective implementation. However,
the problems of personal data protection still need to be studied in Kazakh legal science.
Moreover, in Kazakhstan, there are practically no studies on the problems of body functioning
for the protection of personal data. This article aims to consider the activities and functions of
the particular executive body of Kazakhstan, the authorised body for the protection of personal
data of the Republic of Kazakhstan, which is the Digital Ministry. The authors will consider the
supervisory authority's importance and role in protecting personal data in Europe and compare
the competencies of European authorities and the Kazakhstani Digital Ministry.
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Materials and methods

General scientific, general and specific research methods were used to p'repa're the stuctlz.c'tl;:e
Jorms of the Kazakh law on protecting personal data and the European leglsPatlon on pro ogE
personal data were studied, compared and analyzed. A functional anal;fsxs of the powlertso
the Kazakh and European authorities to protect personal data was carried out. A regu alti ;}:
comparison shows differences in the Kazakh and European appro'aches to the desngnaTh
and content of the functions of the authorised body for the protection of per.sonal d.ata. e
discovered differences in the powers of a special government body indicate msufﬁcn'ent and
weak protection of personal data subjects in Kazakhstan, a lack of approaches to. mcrease

awareness and legal literacy, and a lack of mechanisms to prevent and counter the ?rbltranne'ss
of controllers, data operators and third parties. The weak role of the data protection authority

creates the preconditions for the use of personal information by unscrupulous persons to the
detriment of the individual, his interests and property.

Discussion

The rights protection system includes normative and organizational elements to eliminate
or reduce human rights violations [7, p.127]. The state function of protecting human rights and
freedoms, or the law enforcement function, is implemented ‘in the targeted, organizing and
regulatory influence of the state’ [8, p.112]. Theorists are unanimous that the practical activities
of the state have an organizing essence and are filled with organizational content expressed in
the organization of the state apparatus and its activities.

The government system is structured around three branches, namely the legislative,
executive, and judicial. While the legislative body's role in crafting quality laws is paramount,
the executive branch's significance in the government system is equally profound. The executive
system's actions in implementing and enforcing the law, and its adherence to it, significantly
influence the occurrence of rights and interests’ violations and the resulting harm. The law
enforcement function of executive state bodies is confined to the sectoral sphere of regulation
[8, p.115). However, their activities, including the implementation of regulations, prevention of
violations, and mitigation of negative consequences for human rights, are a vital state function
and task in all domains.

The executive body's functioning is based on the law, which specifies the subject, scope of
activity, and range of the state body's powers, rights, and responsibilities. Let us consider the

provisions of European and Kazakh legislation on the functions of the authorised government
body in personal data protection.

Provisions of European legislation

The legislative regulation of personal data protection in Europe is not a mere suggestion but
a mandate, It requires the presence of an authorised body that plays a pivotal role in promoting
the application and execution of the law, as well as the implementation and observance of human
rights. Since 1981, the Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data (Convention 108) has made this clear by requiring each signatory
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te to have such a body in the field of personal data protection [9]. Convention 108 (Article
) further defined the responsibilities of this body, which include raising public awareness of
¢ rights of data subjects, the responsibilities of data controllers and processors, and advising
1 legislative and administrative measures for data processing. Article 15 of the Modernised
onvention 108+ reiterates the importance of this body by requiring it to ensure compliance

sith the provisions of the Convention [10].
Convention 108, as a binding international instrument, formed the basis of the European
Directive 95/46, which was replaced by the European Regulation 2016 [11, 12]. Directive
95/46 of 1995 and the GDPR that replaced it require each EU member state to have an
independent supervisory authority to protect personal data. The presence of such a body was
a prerequisite for ensuring adequate protection of personal data in other countries, which is
‘essentially equivalent to that guaranteed by the EU legal order’ [13, §§73,74,96). The absence
of a supervisory authority to protect personal dataina third country could hinder international
trade with European countries.
The GDPR provides an entire Chapter Vlof 9 articles devoted to the issues of creation, security
and competence of the supervisory authority [12].

Articles 53 and 54 of the Regulation lay down the guidelines for establishing a supervisory
authority, including the general requirements for the procedures for appointing its members.
These requirements encompass their qualifications, experience, and skills in the field of personal
data protection.

The GDPR provides oversight tasks for authorities, such as monitoring and enforcing
compliance with the Regulation, raising public awareness on data protection issues and

communications, addressing the data subjects’ complaints, and reviewing questions regarding
the application of the Regulation. The wide range of the powersto protect personal data ‘provides
the necessary means to fulfil its duties” [13, §43). The Regulation classifies the competence of
the supervisory authority “into three main groups: investigation powers (e.g. to request and
access information on-premises, carry out data protection checks, notify suspected breaches);
corrective powers (including issuing warnings and reprimands, ordering adjustments to the
data subject’s request, imposing restrictions, imposing a ban on negotiations or imposing
an administrative fine); as well as authorisation and advisory powers (for example, to issue
opinions, issue certificates or take certain decisions)’ [14, p. 462].

Investigative and corrective powers are inherent in most government bodies. However,
against their background, the advisory powers of the DPA stand out, which are aimed at the;
correct interpretation and implementation of legislation on protecting personal data and
preventing violations. In particular, in European countries, the DPA issues guidelines and
clarifications for operators and controllers on the uniform and consistent interpretation and
application of regulations protecting personal data. Western scholars note that DPAs are ‘at
the forefront of monitoring compliance and enforcement of legislation; their guidance and
explanations [of legislation] are most relevant for companies seeking to ensure complianc
with legal requirements’ [15, p.177]. As part of their advisory function, the authorisedpb di X
for the protection of personal data raise public awareness about the ,protection of per:o:;sl
data. Some European DPAs conduct training, including special training for specific audiences or
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, such as researchers [16,p.5). DPAs are also authorised to approve and agree on the rules of
uct of associations and the rules for the cross-border transfer of personal data of controllers
data operators, Indonesian authors consider the role of the DPA in raising awareness and
sultation to be “critical” and characterise the DPA as ‘an auditor, a consultant, 2 teachfer,
olitical adviser and a negotiator’ [17, p.24]. In addition, European legislation pays 'speaal
antion to the communicative (linking) function of the authorised data protection authority - t'he
islation directly provides for the powers and actions of the national data protection authority
¢ interaction with other national data protection authorities, with the European Persor'xal l?ata
‘otection Board, with data protection officers protection of personal data of organisations
:ontact persons in organisations for the supervisory authority and data subjects).
Estonian experience
Theprovisions oftheRegulationareimplemented inthenationallegislationof EU member states.
For example, in Estonia, thereis a Personal Data Protection Act, which provides essential concepts,
basic principles, rights and obligations of data subjects, controllers, operators and government
bodies, powers of the state data protection authority, measures to respond to violations in the
field of personal data protection [18]. The Estonian state portal, https:/ Jwww.eesti.ee, provides
information for individuals on the protection of personal data, which also refers to the website of
the authorised body for the protection of personal data (https: / Jwww.eesti.ee/en /security-and-
defense/ safety-and-security/ protection-of—personal-data—and-privacy). The Estonian authorised
body for personal data protection, the Data Protection Inspectorate, has been established as a
separate, independent body with clear and specific powers. The Inspectorate has a transparent
internal structure of 5 departments - Technology Department, Cooperation Department, Legal
Department, International Law Department, and Supervision Department (https:/ Jwww.aki.ee/
en/contact). Itis noteworthy that according to the Inspectorate's website, of the 29 employees, 23
are lawyers. A European study shows that the Estonian supervisory authority is the most active
in issuing clarifications and recommendations on issues of personal data protection [16, p4].
The website of the Estonian Inspectorate contains clear and specific sections and subsections
that allow data subjects, controllers and data processors to obtain detailed information about
their rights and obligations and to exercise them. Data subjects are provided with simple and
detailed instructions on how, where and in what cases they can seek help and clarification. Also,
the page of the Estonian Data Protection Inspectorate contains application templates - a request
for intervention, a request for clarification, a request for information and others (https://www.
aki.ee/ru/svyazhites-s-'mspekciey). It is important to note that the obligation to appoint a data
protection officer in Estonia has a more significant enforcement effect because the obligation to

appoint such an officer rests with data controllers and processors and is carried out through the

electronic portal the e-Business Register (https:/ Jwww.rik.ee/en/ e-business-register).
Current situation in Kazakhstan

Unlike European independent bodies for personal data protection,
Digital Development, Innovation and Aerospace Industry (Digital Ministry) is multi-sectoral;

from the ministry’s name, it provides ‘leadership’ in several industries. The Law of the Republic

of Kazakhstan “On Personal Data and Their Protection” establishes the competence of the Digital

Ministry, which mainly includes regulatory, investigative and corrective powers. Regulatory

the Kazakh Ministry of
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rers include establishing rules for collecting and processing personal data, the procedure
implementing measures to protect personal data, rules for integration with the state service
controlling access to personal data and other by-laws. However, in most cases, by-laws

plicate the provisions of laws, copy them, and poorly disclose their interpretation, content,
d application. Corrective and investigative powers include
« requesting information,

« notification of violations and potential threats to the security of personal data,

« conducting inspections and state control over compliance with legislation on the protection
f personal data,

« issuing an inspection report with identified violations with a requirement to eliminate them,

« bringing to administrative responsibility for identified violations.

Digital Ministry has a division that deals with the protection of personal data, the Information
Security Committee (ISB). According to the ISB Regulations, the constituent document of the
committee, the ISB carries out ‘regulatory, implementation and control functions in the field
of personal data and their protection’ [19]. The ISB Regulations list five tasks, 24 rights and
obligations, and 79 functions, of which only 13 relate to protecting personal data. The six
functions are to develop and adopt regulations that the Digital Ministry already implemented.

Among the powers of the ISB, there are no advisory functions for the authorised body in

personal data protection. ISB Regulations contain the function of considering requests from the

subject of personal data regarding compliance with the content of personal data and methods of
processing with the purposes of their processing and making an appropriate decision. However,
an analysis of the available responses to appeals indicates the incomplete, non-specific content
of the responses and the predominant citation of legal provisions withouta comprehensive and
detailed explanation of how the legal provisions should be interpreted and applied. Meaningless
quoting of laws, expressed in copy/paste of articles of laws, indicates a weak implementation of
the principles of a responsive and professional state [20, Section 4]. The Concept for developing
public administration in the Republic of Kazakhstan until 2030 sets the task for the government
body to provide information promptly, but not its completeness and correctness [20, Section 5].

The authorised body responds to requests and appeals promptly but does not understand the
issues in question and does not respond professionally enough to requests and complaints of
data subjects, controllers and data operators; otherwise, the ISB would provide a prompt and
comprehensive answer. The problems that existed five years ago in qualified civil servants and

professionals in their field remain. The Concept noted the insufficient professional competence
and number of civil servants as one of the critical problems in the current public service system
due to the low level of the personnel selection and assessment system, the lack of a high-quality
system for advanced training, and the shortage of workers with the relevant speciality [20,
Section 2].On the other hand, the European authors note the expertise of the DPA's explanations
and consultations in personal data protection [16, p.1]. In comparison with the requirements
of the European Regulation for qualifications, experience and skills in the field of personal data
protection for employees of a European authorised body, Kazakhstan focuses on the servicing
approach of governmental service, the qualification of a civil servant as an employee of the
state apparatus, qualified in the field of organisational, procedural and administrative activities
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1 state body, rather than meaningful experience and skills in the regulatory industry, not in
owledge of the regulated area itself.

Results

The EU Court noted that personal data protection authorities ‘are primarily the guar.dlans
f fundamental human rights and freedoms and an essential component of the protectlon'of
sersonal data of individuals’ [21, §23]. Regulatory analysis showed thaF European C%L;pt;lnfes
have comprehensive and detailed regulation of personal data protection, and'e.sta ish In
law more specific and broader functions of authorised data protection authorities. /'\mong
the functions of the supervisory authority, an important place is occupied by the functlons' of
raising awareness of society, data subjects, controllers and operators of persorfal d-ata, adopting

guidelines and opinions on the interpretation and implementation of legislation in the field of
personal data protection. ot .

The protective function of the state does not consist only in control, supervision and sanctions,
which have recently received more attention from the Kazakh Parliament and Government
within the framework of the law-making process. The state’s activities to protect rights and
freedoms alsoinclude preventingviolations, conductingexplanatory work with society, business,
and public authorities. Information literacy of society is a product of the explanatory work of a
government agency; it concerns, first of all, the work of the state not only with citizens, but also
with operators and data controllers. The explanatory and advisory functions of the authorised
body are not established in Kazakhstan legislation. The authorised body itself cannot perform
functions that are not provided for by law. Accordingly, the broader protective function of the

relevant body requires enshrinement in law.

The European legislation pays particular attention to the independence of the supervisory
body for the protection of personal data, which mustact objectively and impartially and remain
free from any external influence, including direct or indirect influence of the state [21, §25].

' The Kazakhstani authority for protecting personal data, represented by the Digital Ministry, is
a separate government body with some independence. However, the presence of an extensive
range of regulated areas and functions hurts the autonomous and influential activities of the
authority in the field of personal data protection. The authorised body should have greater
autonomy, be an independent separate body, not part of the structure of a multi-sectoral
ministry, and be free from unnecessary functions. Foreign scientists note that the multiple
functions of a government body most often lead to ‘additional work without the provision of
adequate resources’ 17, p.34]. The independence of the supervisor allows for a better focus ‘on
the interpretation and application of legislation, ensuringiits good understanding and increasing

awareness in the community’ [17, p.38].
The need. for more personnel with the necessary qualifications in the field of personal
data pr9tectlon also improves the effective functioning of the supervisory authority. Research

by f(?re{gn authors has indicated that at least 50% of the DPA staff should have experience

or sngmﬁca}nt kn(?wledge in the field of ICT [22, p.205]. The high-quality reliability of DPA

personnel is crucial for the effective implementation of functions to protect personal data [22,
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)8). Following the European model, Kazakhstan should prioritise the substantive, expert
lifications of civil servants in the field of personal data protection. L

Regrettably, the planned changes in legislation, particularly the draft. Digital Codfs, need to
dress the issues with the authorised body for personal data protection [23]. Itis uncleallr
sether this body will be separate, independent, or remain within the structure of a multi-

ctoral ministry. Furthermore, the draft Digital Code does not grant the authorised body new

jvisory functions similar to those in Europe, nor does it set requirements for the qualifications

fits members. This suggests that the secondary status of the right to persor'lal data protection
n Kazakhstan and the vulnerable position of Kazakh data subjects may persist.

Conclusion

Ensuring the rights and freedoms of citizens is the primary function of a m.o.d.ern democratic
developed state [24, p.26]. Individual rights are, first of all, the responsibilities of the st_ate
to ensure their implementation and protection [2, p.62]. The state guarantees the protection
of personal data, which is carried out comprehensively at the legislative level and at the
implementation and monitoring of compliance with legislation on protecting personal data.

The state function of protecting the rights and freedoms of man and citizen is implemented
exclusively by state bodies. However, implementing the state function of protecting personal
data in Kazakhstan has several problems in the activities of the authorised body to protect
personal data, Firstly, the functions and tasks of the state body for the protection of personal
data are ‘entangled’ in many other tasks and functions of the diversified ministry, Digital
Ministry. Legislation should provide for a separate ministry in personal data protection and give
it advisory functions, following the example of European countries. Secondly, members of the
authorised body do not have sufficient competence and qualifications, specifically in personal
data protection and have to cope with many other tasks and functions of one diversified ministry.
The requirement for adequate protection of personal data for EU residents outside Europe
and the presence of a special supervisory authority has influenced the desire of most countries
to harmonise national regulation on the protection of personal data with the European
Regulation. Kazakhstan is moving very slowly towards such harmonisation. Taking into account
the multi-functionality and multi-sectoral nature of DPA in Kazakhstan, it is necessary to
provide for a separate state body, specify in legislation its powers and functionality for effective
law enforcement, create organisational and regulatory tools to clarify the legislation, ensure
its uniform implementation by data controllers and operators, and exercise the rights of data
subjects. The Concept of improving public administration in the Republic of Kazakhstan until
2030 provides as one of the tasks the formation of an optimal and effective state apparatus that
is implemented through rethinking the role and functions of the state and the structure and
size of the entire state apparatus [20, Section 5]. It is evident that reforming the Digital Ministry
and creating a separate and independent government body that will professionally, at an expert
lev.el, c.leal exclusively with issues related to personal data protection will meet the Concept’s
objectives. I.n _geperal, following the example of the GDPR, to improve the protection of personal
data and minimise harm to the rights and interests of data subjects, the new Kazakhstan Digital
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should establish comprehensive and complete rules about the advisory and information

ons of a separate authorised body for the protection of personal data, about qualification
members.

\earticle was prepared within the framework of the project IRN AP19678348 "The collapse
¢ Russian Empire and the revival of Kazakh statehood: historical and legal analysis”

‘he contribution of the authors

Akhmetova S.B. collected materials on the research topic, including international experience

-egulating the activities of authorised bodies to protect personal data, analysed the problem,
d summarised the study's results.

Tursynkulova D.A. defined the goals and objectives that formed the central part of the study.

Ibrayev N.S. determined the research methodology and participated in preparinga literature
aview, introduction, and conclusion on the research topic.
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C.B. Axmetogal, JI.A. Typcinkysosa’, H.C. H6paes?
191-Gapabu amviHdars! Kasak yamblk yHueepcumem,
2Q University

Eypona mMeH Kasakcranaars! Aep6ec gepeKkTepai Kopray »eHiHAeri MeM/IeKeTTiK OpraHHbIH
OKLIETTIKTEpi: CANBICTLIPMABI TANAQY, Aep6ec AepekTepAi Kopray xkeHiHAeri KasakcTaH aFbl
MeMJIEKETTiK OpraHHBIH KbI3MeTiH XeTinAipy JKOHiHJerl YChIHBICTap

AnjaTna: L{udpabIK TEXHOJIOTHANAP/bIH POrPECCUBTI AAMybl a/laM, KOFaM, 6H3HeCKIHEe MEMJIEKET
KbI3MeTiHiH 6apbIK caiaapbiHa eHin keTTi. ludp/ibIK TeXHOIOrUANAPAbIH TYPAKTbI AAMYbI ajlaMHbIH
KYKBIKTapb! MeH 60CTaH/BIKTapbIHA, ap-HaMbIChl MEH Ka/lip-KacueTiHe, 9/1-ayKaTblHa Kayin-Karep/iep
MeH KaTepJ/iepAi TYAbIpabl. MeMJieKeT ajaM KYKbIKTapbl MeH Jep6ec fiepeKTep/i KOPFay KYKbIFbIHbIH

Keni/i jkoHe KOpFaylIbIChl PeTiHAe aTKApylbl 6M/iK OpraHAapbiHbIH 3aHHAMachl MEH KbI3MeTiH
xeTinzipesi. EyponasnblK 3aHHaMa xeke JiepeKTepAi KopFay opraH/iapbIHbIH (DPA) MaHbI3/ibI peJliH
aTan KepceTeAi. 3aHHaMaJblK neHreiine Jlepextepai Koprayabiy Yannbt Epexeci (GDPR) DPA-HbI
KYPTIbUIBIKTBIH Xabap 60/1yblH apTTHIPYFa XaHe XeKe AepeKTep TypaJibl 3aHFa oHe OHbIH GipKeki
KOJIaHbLIybIHA KATBICTbI KEHECTEP MEH YChIHbICTAP 6epyre MinAeTTeiiAl. Bya Makanazja eyponasbik
’aHe KasaKcTaH/blK DPA exisieTTiri KapacTbipbliaabl. bis eyponasbiK 3aHHaMa GyHKUMANAPBI TYpaJIbI
Kajiarajiay OpraH/iapblH KapacTblpaMbi3. Bypan api 6i3 3CTOHABIK TaXipube MeH Ka3aKCTaH[BIK
DPA Kbi3MeTin KapacTbipambid. DPA Kasakcranja TayesICi3, XeKe KOJAAHBICTAFbl aTKapyLibl 6uIIiK
opraubl GeitiMae/reH Tek Aep6ec AepeKTepal KOpFay, XKOFapel 6iMiKTI MaMaHAapbIHbIH KOChIMLIA
dyHKuMAIApbIH KOpBITHIHABLIalMbI3. KasakcTanabik DPA peJiH HbIFAHTY Aepbec AepeKTepAi KopFay

KYKBIFbIH HEFYPJIbIM THIMZA] XKOHE JaH--KaKTbl KOpFayFa blKnajl eTeTiH 60/1a/bl.

Tyiiiu ce3Aep: iepeKTepAi KopFay opraHbl, nep6ec aepeKTepAi KOpFay OpraHbl, Kajlaranay OpraHel,
nepbec aepekreppi Kopray, GDPR, DPA, yaKineTTi opraHHbIH GYHKLMAIAPBL.

C.B. AxmeroBal, /I.A. Typceinkyiosa’, H.C.H6paes?
1Ka3axcKuil HALMOHA/IbHbBIA YHUBEPCUTET UMEHH AJb-dapatdy,
2Q University

T0/IHOMOY M roCyapCTBEHHOr0 OpraHa no 3amure MEePCOHAIBHBIX JAHHBIX
B EBpone u Kasaxcrane: CpaBHHTEJleblﬁ aHaJIu3, peKOMeHAalHH N0 COBEPLIEHCTBOBAHHIO
AeATeIbHOCTH Ka3aXCTaHCKOro rocyapCTBEHHOro oOpraHa no 3aimuTe nepCcoHa/JIbHbIX JaHHLIX

AnHoTanus: [lporpeccuBHOe pasBUTHE HUGPOBBIX TEXHONOTHH MPOHUKNO BO BCe chepbl Aest-
Te/ILHOCTH YeJioBeKa, 0611ecTBa, GuaHeca  rocyfapcrea. [locTosHHOe pa3BUTHE LHPOBbIX TEXHONOTHA
BJIeyeT 3 cOGO PUCKH M yrpO3bl IPaBaM M CBOGOAAM He/I0BEKa, YeCTH H AOCTOMHCTBY, G/1aronosyuHio.
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e

JAPCTBA KAK rAPAHTDI W 3aLUMTHUKHM IPaB Ye/I0BeKa M NpaBa Ha 3alLMTY NepCOHANbHBIX JAHHBIX
€pUICHCTBYI0T3AKOHOAATE/IbCTBO U ieATe/IbHOCTb OpraHoB UCMOJIHUTEIbHOM BJIacTH. EBponeiickoe
{OHO/IATE/ILCTBO NOAUEPKUBALT XKU3HEHHO BaXKHY10 POJIb OPTraHOB M0 3al{MTe epCOHA/bHBIX AHHBIX
°A). Ha sakonopaTensHOM yposHe O6uuit pernaMenT no amure AanHbix (GDPR) o6a3biBaet DPA
BbILATb 0CBE/IOM/IEHHOCTD 0611eCTBEHHOCTH 1 NPEAOCTABATb KOHCY/ILTALMKM H pEKOMeHJaliHH 110
KOHY O MEPCOHANBLHbBIX IAHHBIX U €ro eiMH000pa3HOMY IPUMEHEHHUIO,

B JanHOM CTaTbe paccMaTPUBAIOTCA MOJIHOMOYMA eBpONeHCKuX M Kasaxcrauckux DPA. Mei
ACCMOTPUM  eBpOMeiicKoe 3aKOHOAATENbCTBO O GYHKUMAX Haf30pHbIX oOpraHos. [laree Mbl
POAIEMOHCTPUpPYEM 3CTOHCKH ONBIT W PAaCCMOTPUM /eATeNbHOCTb Kasaxcranckoro DPA. Caenaem
'bIBOJL, YTO HEeo6X0AMMO BhifenuTh DPA B KasaxcTaHe B He3aBMCHMbIi, OT/AE/BHO CYLIECTBYHIIMHA
JPraH UCMOJHUTEbHOM BJACTH, CIelMaNU3UpPYIOILKICA HCKTIOYUTENbHO Ha 3all{UTe MePCOHANbHBIX
[AaHHBIX, C BBICOKOKBANMQHUUPOBAHHBLIM MEPCOHANIOM M HAJENHTb €ro /OMOJHHTENbHBIMH
dynKumsamu. Ykpennenue ponu Kasaxcranckoro DPA GyaeT cnoco6cTBoBaTb 6osiee 3GdeKTHBHOM H
Y/y4LIEHHOM 3alKMTe NPaBa Ha 3aLUTY NePCOHANbHBIX JAHHBIX.

KJtioueBble €/10Ba: OpraH N0 3aliyTe NepcoHaIbHbIX AAHHBIX, 0PraH 10 3allHTe JAHHbIX, HaA30PHbIi

OpraH, 3aWuTa NepcoHaNbHbIX faHHbIX, GDPR, DPA, dyHKIMM yroTHOMOYEHHOTO OpraHa.
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